U. S. Department of Energy

Calendar Year 2000

B
Annual Report of the
Chief Information Officer

* uU.s. ﬂlplmmnr of
Energy

CI10 2

Chief information Officer

Prepared January 2001



Department of Energy
Chief Information Officer 2000 Annual Report
Executive Summary

The Department of Energy (DOE) Office of the Chief Information Officer (OCIO) is committed
to providing strong collaborative leadership and supporting senior management across the
Department to enhance misson accomplishment via efficient and effective use of information
technology (IT). Accomplishments described in the 2000 Annual Report demonstrate the
following.

= A rapid response to increasing cyber security thrests.

= Sgnificant improvementsto I T infrastructure.

= Advancesin information architecture and standards.

= Maturation of the DOE IT Capita Planning and Investment process.

Other sgnificant OCIO initiatives focused on e ectronic government, software quaity assurance,
spectrum management, knowledge management, and records management. These
accomplishments demonstrate OCIO commitment to being the customers provider of choice for
IT advice, support, and guidance.

The year began with the successful trangtion to the new millennium. OCIO led the

Department’s Y ear 2000 (Y 2K) efforts, working closaly with the energy sector, the White House
Information Coordination Center, and other Federd Agencies. Thirteen DOE offices

participated in leap year rollover activities. Aggressve efforts to ensure Y 2K compliance of
misson-critica, nonmisson-critical, and hedth and safety systems resulted in only 35 minor

Y 2K -related failures out of a universe of more than 200,000 systems. No mgor impacts were
reported and all failures were corrected within two weeks of the trangtion.

Cyber security was sgnificantly improved in 2000. Recent Genera Accounting Office (GAO)
and DOE Office of Independent Oversight and Performance Assurance (OA) reviews have
highlighted positive changes. New policies and guidance provide a consstent governance
framework throughout the Department. OCIO received and analyzed nearly 90 DOE site Cyber
Security Program Plans, and all Stes are on track to demondrate effective Security Program
implementation. OCIO administered cyber security training and awvareness for system
adminigrators and managers and provided funding and oversight for initiatives to support a
comprehensive Cyber Security Planning and Implementation process. Improvementsto cyber
security at DOE Headquarters and the DOE Corporate Network (DOEnet) included devel opment
of adite Security Assessment Program and Implementation Plan, as well as development of aste
Cyber Security Program Plan. Headquarters cyber security posture was strengthened by treating
the many loosdy connected networks as asingle site.

OCIO completed the deployment of the DOEnet which achieved full operationa status on

October 1, 2000. This network connects 38 major Departmental operations and regiona Sites,
utilizes gate- of - the-art Asynchronous Transfer Mode (ATM) technology and cyber security
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capabilities and is designed to transport business essentia traffic supporting Departmentd
corporate systems.

The Common IT Infrastructure Services (CITIS) Pilot Program was initiated to demonstrate
cregtion of a congstent, cost-€effective technicd infrastructure with efficient, centraly-managed
operations and services. Utilizing the CITIS concept in 2000, an infrastructure support center
was established, components for service monitoring and performance management were
implemented, and a congstent office and operating environment framework was devel oped.

OCIO commissioned a Total Cost of Ownership (TCO) study to analyze costs of the DOE
Headquarters digtributed computing environment. The TCO study resulted in a benchmark that
provides a basdine for improving costs and quality of OCIO support services.

In response to the Secretary’ s management reform initiative, OCIO evauated the feasibility of
including additiond IT servicesin the DOE Working Capitd Fund (WCF) and developed a
phased approach to adding services. OCIO partnered with Lead Program Secretaria Offices and
other Program Officesto develop service level agreements, codts, pricing agorithms, and exit
policdes In mid-July 2000, 12 business plans covering 14 I T services were approved for
inclusion within the WCF with the approva of the Executive Committee for Information
Management (ECIM). Full implementation of thisinitiative is pending Congressiona approva.

OCIO completed a Corporate Systems Information Architecture (CSIA), which provides a plan
for modernizing corporate information systems and a mechanism for ensuring I'T investments
maximize corporate data sharing and interoperability while avoiding codtly, duplicative sysems.
CSIA was devel oped with collaboration from representatives across the Department. CSIA
creates the plan for migrating to the “to be’ environment pursuant to the Clinger- Cohen Act of
1996 and Office of Management and Budget (OMB) Circular A-130, Management of Federal
Information Resources.

Electronic government (e-gov) activities focused on developing consumer-centric capabilities,
improving web-based information and services, ensuring active participation in Presidentia e

gov initigtives, and improving coordination within the Department’ s web community. Specific
projects included redesigning the Department’ s home page to conform with the President’s
directive on dectronic government and the restructuring management process; ensuring the top
ten percent of DOE web pages complied with Section 508 of the Rehabilitation Act of 1973; and
supporting the Federd CIO Council Firgtgov initiative.

Tasked by the Deputy Secretary, OCIO led the development and implementation of aresponse to
the Defense Nuclear Safety Board's Technical Report 25 — Quality Assurance for Safety-Related
Software at Department of Energy Defense Nuclear Facilities, issued in January 2000. OCIO
collaborated with the Software Assurance Subcommittee of the Nuclear Weapons Complex to
develop three Departmentwide guidance documents and assisted the Departmentwide Systems
Engineering Process Group in completing the first volume of the Departmentd Information

Systems Engineering publications series that documents atotal systems gpproach to software
engineering. OCIO developed a Notice on Software Quaity Assurance (SQA), which mandates
the establishment of SQA Programs by Departmenta Elements.
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OCIO Freguency Spectrum Management Program provided representatives to advisory and
planning committees and participated in negotiations to gain certification for the High-
performance Electromagnetic Roadway Mapping and Evauation system and the Multispectra
Thermd Imager Satellite system, aswell astreaty changes with Mexico and Canada. A
spectrum migration database was devel oped to manage the shift to narrowband technology.
OCIO developed the Wireless Technology Program Strategic Plan and established the Wireless
Information Technology Policies task to provide Departmenta guidance and advice on wireess
iSsues.

Two successful Knowledge Management (KM) pilots were conducted in 2000: a collaborative
software pilot during the Y ear 2000 rollover monitoring activities; and a desktop portd and
electronic mail records management system pilot at the Y ucca Mountain site. OCIO participated
in InterAgency KM groups and activities.

OCIO sponsored an extensive records management pilot to test records management software
implementation with eectronic mail. The pilot included selected Headquarters Program Offices
with approximately 2,500 people. OCIO updated the Records Management Directive to clarify
roles and responghbilities. The Records Management Program assumed respongibility for the
Paperwork Reduction Act Program, including annua submission of the Information Collection
Budget. OCIO submitted a Government Paperwork Elimination Act (GPEA) Implementation
Planto OMB. The annua Records Management Conference was sponsored by OCIO.

In March 2000, the Department received an Inspector Generd report citing the lack of desktop
software standardization as a cause of high costs and inefficiencies. The OCIO IT Standards
Program stepped up to thisissue and initiated the DOE Desktop Software Guidance Working
Group, which produced a consensus-based profile of desktop software standards, aswell asa
process for sustaining and expanding the desktop standardization effort. Other standardization
activitiesincluded publication and digtribution of the Information Architecture Profile of
Adopted Standards 2000, which updates the 1997 version.

Efforts to mature the DOE IT Capita Planning and Investment process included developing I T
management and use policies; establishing Program ClOs and plans for a CIO Executive
Council; improving IT Governance processes via ClO quarterly Program reviews and meetings
of the ECIM; expanding the Strategic Information Management process to include crosscutting
Program functiond areas; and identifying improved management control points in the Corporate
Management Information Program.

Accomplishments and initiatives described in this report highlight the strategies employed and

the progress made by OCIO in 2000 to continue improving Departmental 1T management
cagpabilities.
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Information technology (IT) has evolved into an essential component of the methods used to
accomplish Department of Energy (DOE) missions. Assuch, IT isakey toal for attaining
strategic gods, enhancing efficiency, and reducing costs. Working with Departmental
organizations, the Office of the Chief Information Officer (OCIO) has an important rolein
ensuring the effective use of information technology to help organizations achieve misson godls.
Crosscutting organizations, such as the Offices of the Chief Financid Officer (CFO), Fed
Integration Council (FIC), and Policy support the Chief Information Officer (CIO) in
implementing corporate I T initiatives while balancing technology, security, and the
Depatment’smissons. During the past year, development of policies and guidelines provided
efficiency and consstency in security and investment.

The following initiatives described in this report highlight the progress made and strategies used
by the CIO to continue improving DOE IT management capabilities. Cyber Security,
Infrastructure Activities, Departmenta Information Architecture (1A) Project Completion, E-
Government, Software Qudity Activities, Wireless Program, Knowledge Management Activities
(pilot), Records Information Management, Standards Activities, Fina Y ear 2000 (Y 2K) Rall
Over Activities and Ultimate Success, Planning Activities, EC-Web Fielded at HQ, Strategic
Information Management (SIM) Activities, and an Expanded set of Corporate Management
Information Program (CMIP) Quarterly Reviews.

1 Cyber Security

In 2000, the focus of the Cyber Security Program has been to maintain the current Program and
be sufficiently proactive to meet tomorrow’s chdlenges. Currently, the near-term plan isto
better integrate security implementation with line management respongibility, continue
implementation of Ste cyber architectures (boundary protection, host and gpplicationbased
controls), and improve risk management processes.

During 2000, DOE began developing aforma, comprehensive Departmentwide Cyber Security
Management Program that integrates risk management processes and physicd, technical, and
adminidrative controls for ensuring confidentidity, integrity, and avalability of DOE

information assets. Under this Program, aframework of objectives, guiding principles, and
security activities and functions, gpplicable to classfied and unclassified environments, will be
established to govern consistent implementation of cyber security management throughout the
Department. These actions will continue during 2001.

Successin cyber security will only come from a continued and focused effort to ded with the
increesng complexity of the threets and the rapid evolution of technology. This chalenge can
be met by ensuring the Department is sufficiently equipped and personned adequately trained.

The CIO Cyber Security Program is divided into four functiona areas. policy, planning, and
performance measurement; training, education, and awareness, operations; and technical
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capability and research and development.  Specific accomplishments in each of these functiond
areasfollow.

Palicy, Planning, and Performance Measurement

The CIO developed the following policies and guidance to provide a consstent governance
framework throughout the DOE complex.

Cyber Security Architecture.
Intent and Objectives of DOE Password Policy.
Web Security Best Practices (Endorsement of effort by Carnegie Melon University).
Cyber Security Auditing and Monitoring Clarification.
Departmental Endorsement of Cyber Risk Assessment Guidance and Statement of Generic
Threats to Information Systems (Endorsement of effort by Carnegie Méellon University
Software Engineering Ingtitute’ s “ Operationdly Critica Threet, Asset, and Vulnerability
Evauation (OCTAVE) Framework”).
Guidance Regarding Cyber Security Incident Reporting.
Cyber Security Physicaly Incompatible Removable Media Clarification.
Claification of Policies on Downloading Information on Cyber Systems.
Guidance Regarding the Sanitization of Unclassfied Equipment.

In addition, the Department has:
Received and andyzed nearly 90 DOE site Cyber Security Program Plans. These plans,

required by DOE Notice 205.1 Unclassified Cyber Security Program, describe each sit€'s
Cyber Security Program and are to be updated at least every two years.

Indtituted a set of cyber security management indicators and a Cyber Security Performance
Measures Program to evaluate progress at each DOE site.

Hosted severd meetings of Policy and Technica Working Groups. These groups were
edtablished to asss in the formulation of DOE Cyber Security Program policy and guidance
and provide technical consultation to the CIO. The Policy Working Group has met four
times and the Technica Working Group has met three times during caendar year 2000.
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Training, Education, and Awareness

During the past year, the CIO has administered cyber security training and awareness for system
adminigtrators and managers, including the following courses.

UNIX Security.

Windows NT Security.

Host Securities (web and mail servers) Network Security.
Cyber Security Awareness for Managers.

In addition, the CIO is developing a coordinated Cyber Security Training, Education, and
Awareness (TEA) Program to improve job performance of the DOE workforce as related to
safeguarding information with which they work. To date, an effort to develop a comprehensive
training program for the DOE workforce has been initiated. Training objectives developed by a
crosscutting working group at the 2000 Department of Energy Computer Security Group
Training Conference were expanded to encompass al aspects of a complete TEA Program.

Operations

The CIO has implemented operational enhancements that link to policies and training initiatives
as part of acomprehensve Planning and Implementation process. The OCIO provided funding
and oversght for these enhancements detailed below.

The Computer Incident Advisory Capability (CIAC), located a Lawrence Livermore
Nationd Laboratory, functions as the DOE centra reporting capability to track and andyze
reported cyber security incidents, and identify trends, patterns, and other events of concern.

The Independent Validation and Verification (IV&V) Program at Los Alamos Nationd
Laboratory functions to reduce the number and severity of unauthorized access to sendtive
and classfied information in DOE classified computer systems, as well asincrease the
robustness of information security systems throughout DOE.

The Headquarters DOE Information Systems Security Management Program functions to
ensure security vulnerabilities within Headquarters information systems are identified and
minimized.

DOE site cyber security protection has been enhanced through the expanded use of firewalls
and intrusion detection software, stronger passwords, improved system configuration
controls, and reconfiguration of system and network connectivity to reduce vulnerahilities.
The DOE Cyber Security Knowledge Center was created as a management tool for cyber
security policy development, review, coordination, and document tracking.
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Technical Capability and Research and Devel opment

The CIO isidentifying and developing necessary upgrades in éectronic security that can be
incorporated into the DOE architecture basdline to meet evolving threats and provide new
capabilities to protect againgt future cyber-related incidents. Funding was established in fisca
year (FY) 2001 to support the establishment of alimited testing capability for commercid- off-
the-shef (COTS) cyber security products. During the remainder of FY 2001, the following
technology capability enhancements are planned.

2.

Evauating COTS cyber security products, integrating and testing products, tracking new
technology, and assessing the impact and evolution of DOE technologica security posture.

The Technica Working Group will define a prioritized functiond scope for tools to include
in the cyber security toolkit and evauate specific products that meet toolkit requirements.

Infrastructure Activities

Headquarters Cyber Security Initiatives

Severd initiatives were undertaken to enhance security of the DOE Headquarters Ste and DOE
Corporate Network (DOEnNet). Headquarters networks were strengthened by treating
Headquarters as a single sitewide network rather than as severa individua, loosely-connected
networks. DOEnet, which achieved full operationa status on October 1, 2000, uses state-of-the-
art technology, including cyber security, that supports al Departmental corporate business
systems and other Departmental communication needs. Initiatives included the following.

Development of the Headquarters site Cyber Security Program Plan (CSPP) to include cyber
security operationd policies and procedures in accordance with DOE Notice 205.1.

Implementation of scanning and vulnerability assessments across the Headquarters Site.

Ingtalation of enhanced intrusion detection and firewdl cagpability on the Headquarters site
network and on DOEnet connections to other sites.

Protection of publicly-accessble web stes from externa and internd threets by moving them
to a secured, screened subnet protected by the Headquarters firewall.

Thefollowing specific actions were implemented or begun in 2000.

The Deputy Secretary appointed the CIO as the central authority for Headquarters cyber
security.

The CIO established the Headquarters site Cyber Security Working Group (CSWG), which is
chaired by the Deputy Associate CIO for Operations. The group collaborates on
Headquarters cyber security policies, shares information regarding cyber security, and
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discusses cyber security initiatives that impact Headquarters. All Headquarters organizations
are represented.

A Headguarters CSPP was devel oped that treats the entire Headquarters network as asite.
The CSPP includes comprehensive Headquarters Site cyber security policies, such as policies
on network connection, use of modems, network monitoring, virus protection, incident
response, and foreign nationa access. A Cyber Security Sdf-Assessment Checklist was
developed to supplement technica and physica portions of the risk assessment and was
incorporated into the Headquarters CSPP.

A secure screened subnet was created that resides behind the firewall and utilizes avariety of
hardware and software protective techniques. Over 45 publicly accessible DOE web sites
were migrated to this subnet to protect them from externd and interna threets.

The Headquarters primary firewall was converted to a managed firewall service monitored
24 hours aday, 7 days aweek, 365 daysayear. All Headquarters services were migrated to
the new firewdl. Additiond intruson detection mechanisms were ingdled.

The OCIO acquired and began to ingtdl additiona firewalls and intrusion detection
capability on the Headquarters infrastructure and the DOEnNet.

The OCIO acquired additional tools to detect, monitor, and react to cyber incidents.

A Headquarters Site Security Assessment Program and Implementation Plan was devel oped.
This Program satisfies the requirement for Departmentd sdlf- assessment per DOE Notice
205.1. Two mgor levels of assessment are conducted: perimeter and Headquarters
organizetiond.

1. The perimeter assessment focuses on (1) Internet-based penetration testing of perimeter
entry points, eg., firewdls; (2) configuration security review of specific devices attached
to the network, e.g., routers and switches; (3) review of documented policies and
procedures. The initia assessment has been completed.

2. The Headquarters organizational assessment focuses on the more than 20 organizations
that comprise the Headguarters Site. Assessment is ongoing and each organi zation will
be assessed every 2 years. The assessment is Smilar to the perimeter assessment
described above.

Corrective actions were taken on the 600 switches on the Headquarters network to correct
vulnerahilities as identified by the Office of Independent Oversght and Performance
Assurance. Additionaly, OCIO independently identified smilar issues with other network
devices and applied smilar corrective actions.

A Headquarters Configuration Management process was implemented. This process ensures

that network components are meeting security standards by assessing the impact of changes
before action is taken to implement.
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DOE Corporate Network (DOEnet)

DOEnet achieved full operation status on October 1, 2000 with annual operations and

mai ntenance costs funded through the Headquarters Working Capital Fund. This project began
in 1998, when the ClO initiated a migration from the existing DOE Business Network
(DOEBN), sponsored by the Office of Environmental Management (EM), to an improved
network using state-of-the-art technology that supports all Departmental corporate business
systems and other Departmental communication needs. Implementation of the network began in
late 1999 and continued into mid 2000. The network currently connects 37 Stes using
Asynchronous Transfer Mode (ATM) technology and one site using the legacy frame-relay
connection. The one remaining frame-relay Steis scheduled to be converted to ATM in the
second quarter of FY 2001.

DOE Corporate Network (DOEnet) Site Geography

All stes connected to the network agreed to connection requirements that significantly reduced
the number of externa Internet service providers (1SPs) and ensured that remaining ISP
connections are appropriately firewalled, protecting the site and the network. Upgrades to each
Ste have provided corporate network connectivity at aminimum of 1.544 Mbps ATM service
and replaced field site data-only routers with routers capable of supporting Smultaneous voice,
video, and data services. Centrdized network management has been fully implemented and
provides higher redigbility, improved trouble-shooting capabilities, greater operationa
efficiencies, increased accountability, and is essentia to maintaining security.
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Plans have been completed to develop and implement a cyber security Strategy consistent with
the Department’ s security architecture policies to ensure the privacy and protection of the DOE
Corporate Network. Implementation of this plan will be done in phases, with the first 10 Sites
completed by December 2000.

Telecommunications Service Priority isin place and provides the network with priority
restoration satus in the event of acircuit outage. In addition, design improvements were made
s0 the network remains operationd if a hub Ste or hub circuit falls. In the event of ahub circuit
falure, traffic is automatically rerouted with little to no loss of connectivity for the other DOENet
gtes.

Common IT Infrastructure Services (CITIS)

The Common IT Infrastructure Services (CITIS) Pilot Program was initiated to demonstrate
ddivery of reliable, cost effective, and interoperable common IT sysem and services. Itis
challenged to provide seamless, consistent operating across Headquarters and, potentidly, the
Department. 1t was established to ensure future investments in information technology improve
the Department’ s mission effectiveness through the ddivery of common IT under a centrdized
services management strategy. It so ams to enhance eectronic coordination and collaboration.

The following core and common services are to be ddivered under the CITIS Pilot Program.

Virtua Help Desk/User Support Services.

Enterprise IT Infrastructure Systems Monitoring and Performance Management Services.
Corporate Messaging and Coordination/Collaboration Services.

Office Automation Standardization through a consistent operating environment.

IT Service Level and Performance Management.

IT Infrastructure Security.

Dynamic Host Control Protocol (DHCP) automated | P address management.

The Pilot Program started on March 1, 2000 and is being executed in three phases.

1. Phasel analyzed the current core and common IT system services, identified the
modernization requirements, and established respective modernization initiatives.

2. Phasell, currently in progress, is reviewing system options for modernizing the existing or
new services, acquiring appropriate I T infrastructure components, ingtaling and configuring
systems or components, and deploying improved services within a pilot group for user
evauation and service expectation opinions. Pilot organizations include the Office of the
Secretary, Management and Administration, Security and Emergency Operations, and the
Office of the Chief Financid Officer.

3. Oncethe Phase Il pilot is completed and evauated as having met CITIS expectations, Phase
[11 will commence. In this phase, CITIS services will be expanded beyond the pilot group to
remaining organizations wanting to utilize CITIS services. This helps DOE move toward the
objective of an IT infrastructure environment that centrally provides core and common IT
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services across the Department at a reasonable price with enhanced service support, and
eectronicaly-measured performance of IT components. The current IT infrastructure isthe
garting point for future modernization and enhancement plansand ascdable IT
infragtructure that can accommodate changing technology requirements.

Sgnificant FY 2000 CITIS Program accomplishments included the following.

Established a Headquarters Infrastructure Support Center for enhanced user support services
to the desktop through employment of virtua remote control service restoration and
interactive I T infrastructure components systems monitoring and performance management.

Installed and established an enterprise I T infrastructure components monitoring and
performance management system for ensuring maximum availability of common IT sysem
services.

Developed an Office Automation Standardization architectura framework for establishing a
conggtent office and operating environment within Headquarters.

Designed performance reports for continua e ectronic measuring of the performance of the
exiging I T infrastructure and the supporting service contractors.

Provision of modernized Headquarters Internet service to alow greater access and
communications with externd stakeholders, partners, and customers. Modernized
Headquarters I T infrastructure security platforms to the public Internet for greater security of
DOE information, resources, and data

Developed a future technology infrastructure architecture model and identified the
correponding technology transformation initiatives that need to be achieved for gaining
future economy of scalesin operation, and controlled and reduced IT costs through new and
future enabling technology that alows centrdized services management.

Established a more economica means of providing remote access service for DOE
telecommuters, mobile users, and Headquarters flexiplace workers to work from any location
while ensuring security is not compromised and DOE information, resources, and datais
protected.

Total Cost of Ownership Sudy of Headquarters Distributed Computing Environment

Tota Cost of Ownership (TCO) study was completed to establish a benchmark of the
Headquarters distributed computing environment. It includes costs for the acquisition,

ingdlation, management, and lifecycle support of client, server, and network assets. The TCO is
intended to be a comprehensve modd to help Program managers understand the cost of
producing, owning, and using information technology components over time.
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The Department conducted a competitive procurement for a consulting firm to perform the TCO
andyss. Harris Technica Services Corporation, a Generd Services Administration contractor,
was selected and an award was made in February 2000. The following tasks were accomplished.

Performed a consolidated distributed computing environment benchmark analysisincluding
qualitative and quantitative review.

Devedoped afuture state concept of operations that supports the required improvements.
Recommended improvements for the distributed computing environment support within
DOE Headquarters.

Provided a business case for achieving the recommended improvements.

The approach used for conducting the study was two pronged, through interviews with
representatives from Headquarters Program Offices and a web-based survey of DOE
Headquarters end-users. The study was initiated in March 2000 and completed in August 2000.
Twenty-one organizations participated in the interview portion of the sudy; 755 end-usersfrom
the Headquarters population of 6,573 responded to the web-based survey.

The survey covered Sx mgor aress.

Information Architecture.
Information Assurance (Security).
Acquigtion Lifecyde.

Support.

IT Management.

User Perspectives.

The summary quditative study resultsindicated dl Sx areas had deficiencies and overdl were
marginaly responsve to requirements. Significant improvements were required for each area.

The following table presents the TCO cost findings for the 21 participating organizations. Itis
divided into two sections, Direct (hard) costs and Indirect (soft) costs. Direct costsinclude
hardware/software, operations, and administration. Indirect costs include end-user operations
and downtime. These include activities such as solving their own computer problems, getting
help from coworkers, casud learning, etc.

DOE Actua Percent of Industry
(inmillions) TCO Average
Direct Costs (hard)
Har dwar e and Software $13.8 12% 28%
Operations $26.3 23% 18%
Systems Administration $9.2 8% 6%
Total Direct Costs $49.3 44% 52%
Indirect Costs (soft)
End-user Operations $61.8 55% 41%
Downtime $1.0 1% 7%
Total Indirect Costs $62.8 56% 48%
Total Cost of Ownership $112.1 100% 100%
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Results of the TCO study were briefed on August 29, 2000, to the Executive Committee for
Information Management (ECIM), which is co-chaired by the Deputy Secretary and the CIO.
The ECIM requested the OCIO provide breakdowns of TCO costs by organization in addition to
the consolidated summary.

Additiona details providing direct cost results for selected DOE Program Offices usng deta
collected for the enterprise TCO study were completed in October 2000. These were briefed
individudly to participating Program Offices. There were Sgnificant variaionsin individud
Office's cost of services. Reasons for these variations are being examined on an office-by-office
basis by the ClIO and Program Office staffs.

The net result of the TCO study is a benchmark that provides a basdline for improvement for cost
and quality of service provided in support of the DOE Headquarters distributed computing
environment by the OCIO and Program Offices.

Working Capital Expansion for IT Services

As part of the Secretary’ s management reform initiative, the ClO was tasked to evaduate the
feasbility of bringing additiond IT Servicesinto the DOE Working Capitd Fund (WCF). The
intent was to improve ddivery of services to DOE organizations through consstent budgeting,
billing, and auditing and procedures being applied to them. The ECIM approved the ClO phased
implementation approach in March 2000 and requested the ClO accelerate the schedule for
expanson of servicesinto the WCF.

From April to mid July 2000, the CIO convened an IT Services Working Group.
Representatives from Lead Program Secretaria Offices (LPSOs), as well as other Programs were
requested to participate on the Working Group. All Program Offices had the opportunity to
participate as the CIO wanted to fully vet and develop with Program customers the service leve
agreements, codts, pricing agorithms, exit policies, and other areas of interest to Program
customers. The ECIM and the WCF Board were updated on the progress of this effort.

In mid-July 2000, the IT Services Working Group reached consensus on 12 business plans
covering 14 1T services with atota estimated revenuein fiscd year 2001 of $22.6 million to be
brought into the WCF. In late July 2000, these plans were presented to the ECIM for agpprova
and subsequently to the WCF Board for gpprova and assistance for completing the expanson of
these IT servicesinto the WCF. The ECIM and subsequently the WCF Board approved the plan
to expand the WCF with these IT services. Full implementation of thisinitiative is pending
Congressiond agpprovd.

3. Departmental Information Architecture Project Completion
On June 15, 2000, the Executive Committee for Information Management gpproved the DOE

Corporate Systems Information Architecture (CSIA). This decison was formdized by an
August 8, 2000, memorandum from the Deputy Secretary to Heads of dl Departmenta Elements
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that established the CSIA as the framework for making information technology investment
decisons.

The approved CSIA establishes the mechanism and context for ensuring new systems and
applications dign most closaly with established information technology infrastructure

devel opment and modernization goas to minimize replication of the functionality and data of
corporate systems, and maximizes the use and sharing of established corporate data.

The CSIA was developed in response to the Clinger-Cohen Act of 1996 and implemented
guidance from the Office of Management and Budget.

The CSIA isablueprint or roadmap that systematicaly and comprehensively defines the current
“asis’ state of operations; the target or “to be” operating environment for the corporate systems,
and the plansfor trangtion to the target. Representatives from Program and Staff Offices
defined the flow of information needed to support common and crosscutting business functions
and began identification of the underlying capability necessary to manage, maintain, and share
information capability.

A complete and prioritized CSIA sgnificantly benefits the Department by reducing the risk of
building and buying sysems that are duplicative, incompatible, and costly to maintain. It aso
enhances mission performance and capabilities by leveraging I'T invesmentsto directly facilitate
mission activities. The architecture provides a sound manageria and technical bass for Strategic
Information Management (SIM) studies and projects. In addition, the CSIA improves the
timeliness and efficiency of information shared across the Department and with stakeholders by
enhancing interoperability of systems and data; minimizing the stoppage or interruption of
operations and mission activities by establishing a Departmentwide cyber security framework;
and enhancing the protection of secure and sensitive information while minimizing the impact to
the sharing of information.

4, E-Gover nment

The OCIO undertook severd activities to develop consumer-centric capabilities, improve web-
based information/services, ensure active participation in Presdentia e-gov initiaives and
improve coordination within the Department’ s web community. These included redesigning the
Department’ s home page, now Engergy.gov, and restructuring of management processes,
ensuring compliance to Section 508 of the rehabilitation Act of 1973 on the top ten percent of
DOE web pages, and supporting the Federal CIO Council’ s Firdgov initiative providing public
access to Government information through a centra web portal.

Redesign of the Department’ s Home Page and Restructuring of Management Processes

To compliment Presidentid and Secretarid e-gov initiatives, the OCIO partnered with the Office
of Consumer Information and the Office of Public Affairsto lead the redesign of the

Department’ s portal home page. 1n a participatory process that involved al Program Offices, the
redesign dramaticaly shifted the service moded from focusing on serving specidist audiencesto
one that acknowledged and incorporated the needs of the generd public. Content presentation
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was trangtioned from a structure that greatly mimicked the Department’ s organi zationa
structure to one that emphasized percelvable subject/topic pathways and name brand identity,
hence the use of the new name, energy.gov.

This effort dso emphasized sugtaining the timdliness, value, and access to information and
services by broadening ownership responsbilities for energy.gov management and maintenance.
This was accomplished through the creetion of the Departmental Web Council whose
membership includes representation from dl Program dements. As an enabling toal, the
Council charter includes language that focuses on perpetuating consumer-centric processes to
ensure continued progress as well as coordinated improvements between energy.gov and home
pages throughout the DOE complex.

In an effort to improve the qudity, performance, and integrity of the DOE web Site, access|og
andyss software for tracking vigitor traffic and technica performance wasimplemented. This
software provides content managers with a roadmap of what vigitors look for when coming to the
DOE web gte. It alows DOE to provide more information thet is of value to customers and
eliminates information that may be usdess or of little interest. From aweb manager’s

gandpoint, this dlows streamlining of the Site and better maintenance, thus providing a postive
web experience for DOE customers. Long-term benefits of thistool provide DOE necessary data
to maintain information currency, system functiondity and security, and improve overal
performance of the web servers, thus continuing to maintain service to the customer.

The use of this redesign and management process has been recognized by peer groups and media
sources in the Washington, D.C. area. The Association for Federa Information Resource
Management and Government Executive magazine have recognized the unique nature of this
effort; the latter of which having publicly named energy.gov as one of the ten “Best Feds on the
Web” for the year.

ClO Home Page Redesign

To improve communications within the Department’s IT community, the OCIO web Site was
redesigned to improve contert architecture and presentation. These efforts were undertaken in
support of the functiona business needs and objectives of the IT community. Informetion,
services, and products provided were identified to provide the best value, accuracy, and
coordination. This effort dso included issuance of specific guidance for publishing documents
on the web ste to ensure the communication and collaboration vaue of this Site continues to
support the performance of IT professonas and efforts throughout the DOE complex.

I mplementation of Section 508 of the Rehabilitation Act of 1973

In 1998, Congress amended severd sections of the Rehabilitation Act of 1973 with the direct
intent of improving access to dectronics and dectronic information by those with disabilities
This amendment mandates access to eectronic products and computer gpplications and
information posted to the world wide web for Federal employees with disabilities. To achieve
objectives of this amendment, significant changes are required in the way e ectronics, computers,
and computer software/systems are devel oped, procured, and implemented.
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Full enactment of this amended legidation is not expected until the third quarter of fiscd year
2001; however, the OCIO has dready initiated efforts to ensure compliance of Departmenta web
gtes. Work has begun on primary level web Stes to ensure access by those with disabilities
through smple modifications. These modifications include incorporation of text equivadents for
graphic representations as well as keyboard functionality for those unable to use conventiond
pointing devices. Effortsto date have resulted in most primary web sites being at or near Section
508 compliance prior to the mandated implementation deadline.

Additiondly, the OCIO provides coordination within the IT community and with related offices,
such as Procurement and Human Resources, to ensure compliance with Section 508. Itis
anticipated that Section 508 will dramaticaly affect the processes for technology procurement,
implementation, and use. OCIO support staff have been dedicated to this task and are working
with exigting management groups within the IT and other speciaist communities to provide
guidance, coordinae issues, and implement policies within the dlotted time.

Firstgov Initiative

In aDecember 17, 1999, memorandum to Heads of al Departments and Agencies, the President
directs*...shdl promote access to Government information organized not by Agency, but by the
type of service or information that people may be seeking; the data should be identified and
organized in away that makes it eeser for the public to find the information it seeks....” thus
creating a central web portal aso known as Firstgov.gov. On September 22, 2000, the President
announced Firstgov.gov availahility to the public.

During the first phase of development, the OCIO contributed web addresses and content to
ensure a presence within the pinnacle access site. To compliment Firstgov.gov, design of the
energy.gov Ste incorporated the gods of the President's memorandum as well asthe style,
format, and presentation objectives of Firsigov.gov to ensure information was organized in a
manner that satisfied public requirements as information consumers. Knowing that Firstgov.gov
development would continue into 2001, a permanent coordinator was detailed by the OCIO to
assg Firstgov developers in creating Smplified subject/topic categories and pathways to
Departmentd resources. Given the complexity of Departmentd activities, thislevel of expertise
was needed to ensure clarity and public perception of the Department as a nationa resource.
Thisleve of participation will continue until completion of this effort.

5. Softwar e Quality

The OCIO was tasked by the Deputy Secretary to take the lead in aresponse to Technical Report
25 — Quality Assurance for Safety-Related Software at Department of Energy Defense Nuclear
Facilities, issued by the Defense Nuclear Facilities Safety Board (DNFSB) in January 2000. The
Department developed an approach that addressed the issues in three focus areas (1)

infrastructure (i.e., policy, sandards, and organization), (2) training, and (3) safety andysis and
instrumentation and control (1&C) codes. The gpproach included a survey of software quality
assurance (SQA) practices at defense nuclear facilities and an independent assessment of other
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Government and industry organizations. Ddliverables included a Departmental Directive on
SQA,; Depatmentd level summary reports on improving communications among safety and
software gaffs and organizations, and safety and software standards and training. A specid
group, the Safety Analysis Software Group (SASG), was formed to prepare a summary report
addressing the three focus areas for software andysis and 1& C software. The SASG will dso
identify a consensus set of standards and training for safety andysis and 1& C software.

In addition to the January 2000 Technica Report 25, and after areview of Government
Accounting Office (GAO) and Ingpector Generd (1G) reports, it was determined there was a
need for a Departmental Directive on SQA. In response to this, the OCIO developed a Notice on
Software Quality Assurance, which mandates establishment of SQA Program(s) by

Depatmentd Elements. Other recommendations in the technical report are being addressed by a
Software Evauation Group formed with participation from the mgor Programs with nuclear

dtes. The Notice outlined the objectives, applicability, critica components of an SQA Program,
and respongbilities. The Notice was gpproved by the Deputy Secretary and will be devel oped
into a Departmenta Order.

To support the Order, the Software Quality Assurance Subcommittee (SQAS) of the Nuclear
Weapons Complex and the OCIO collaborated to develop three guidance documents for
Departmentwide use in improving requirements management, configuration management, and
risk management. These areas were consdered the mogt critical for improving DOE software
development and maintenance project management. The three guidance documents were
digiributed to information management points-of-contact throughout the Department.

The Departmentwide Systems Engineering Process Group (DSEPG), a collaborative forum of
gaffs across DOE chaired by the OCIO, focused on information systems project managemern,
engineering practices, and qudity assurance, completed Volume 1, Information Systems
Engineering Lifecyce (ISEG), of the Departmentd Information Systems Engineering (DISE)
series. The ISEG was prepared in response to arequest by the steering committee to document a
total systems gpproach to software engineering that began with information architecture. The
document not only provides atota systems approach but aso includes the high-level processes
mandated by Clinger-Cohen such as SIM, Capitd Planning and Investment, and Strategic
Planning processes. The DISE discusses the usage of these processes for corporate and non-
corporate sysems. It dso highlights mgor initiatives within the Department concerning

security, safety, and sandards. The intent is to provide a high-leve view and show how these
corporate processes and initiatives can and should be brought together on software and systems
engineering projects. References are made to DOE corporate web sites where detailed
information can be obtained.

6. Wireless Program
Dependence on wireless technology for voice, data, and video communications within the
Department will increase sgnificantly over the next 10 years. Enabling technology will soon be

avallable to dlow wirdess connectivity for voice communication, Internet and e-mail access, and
video teleconferencing from remote locations within mgor metropolitan areas viaasingle,
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portable device. In addition, significant research and development progress by academia and the
wireless industry for software programmable radios, ultra wide-band, and bluetooth technology
offer new opportunities to DOE for interoperability, improved communications, and reduced
equipment and indallation codts.

Frequency Spectrum Management Program

The Frequency Spectrum Management Program’s activities over the past year have successfully
advanced, protected, and promoted spectrum-reated information technology consstent with
DOE business needs. Program representatives serve as advocates for DOE and have successfully
promoted new poaliciesin the best interests of the nation and Department.  Spectrum use
continues to be an essentiad and growing dement of the DOE teecommunications infrastructure,
and the Program continues to forge ahead in new scientific frontiers by seeking and negotiating
nationa certification for new radio frequency-based technologies.

After long-term negotiations by the DOE OCIO representatives to the InterDepartment Radio
Advisory Committee and Spectrum Planning Subcommittee, the Research and Devel opment
(R&D) 100 Award-winning High- performance Electromagnetic Roadway Mapping and
Evauation syslem (HERMES), developed by Lawrence Livermore National Laboratory for the
Federd Highway Adminigtration (FHWA), has recelved experimentd certification. HERMES s
atrailer-mounted sensing system that employs an array of 64 ultrawideband Micropower impulse
radars to inspect bridge deck interiors. A vehicle can pull it across a bridge at traffic speed,
collecting data that is processed into three-dimensond images. According to the FHWA,
HERMES Bridge Inspector can save the public inconvenience and up to $100 million per year,
gncethereis no need for bridge closure. Even more important, it resultsin higher confidence
and safety in public roadways, and with further development, holds promise for other concrete
ingpection gpplications, such as railroads, tunnds, and runways.

After months of ddiberation by the OCIO DOE Spectrum Planning Subcommittee
representative, operationd certification was received for the joint Los Alamos and Sandia
Nationa Laboratories and Savannah River Technology Center Multispectra Therma Imager
(MTI) satellite system. MTI primarily supports the Department’ s mission of nuclear
proliferation detection; however, spin-off knowledge is expected to advance the State- of-the-art
in multispectrd and therma imaging, creating a better understanding of the utility of these
technologies. MTI began its 3-year mission by providing pictures of the fire-ravaged Los
Alamos, New Mexico, area. Theseimages are of specia interest to Los Alamos researchers as
the excellent spatia resolution and specific spectrd range is useful in analyzing the burn area,
tracking regrowth of trees and ground cover, and flood- mitigation efforts underway in the wake
of the Cerro Grandefire.

Other accomplishments of the OCIO Spectrum Management team during FY 2000 included the
following.

Expansion of Los Alamos National Laboratory from 5 to 15 channd pairs.

Expanson of Oak Ridge trunked communications system from 10 to 40 channd pairs.
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Expansion of Nevada Test Site from 10 to 58 channd pairs.

Replacement of Idaho Nationa Engineering and Environmenta Laboratory trunked radio
system with a narrowband system.

The Nationd Tdecommunications and Information Adminidration requirement for Agenciesto
vacate certain frequency bands and shift to narrowband technology by 2008 has amgor financid
and operationa impacts on the Department. 1n 2000, the OCIO developed a Spectrum Migration
database to serve as atoal to effectively and efficiently manage migration and narrowbanding of
authorized radio frequencies, while assgting affected Departmenta Sites in assuring that

trangtion occurs in a smooth and timely fashion. The database is used for tracking and reporting
cases where lack of funding may make Ste operations vulnerable to interference or loss of
operding authority.

On the internationd front, the Program continued participation in U.S. negotiations of a
unilaterd treaty with Mexico for controlled sharing of the spectrum for emergency response
aong the 75-mile border zone and an interim sharing agreement with the Canadian Coordinating
Agency to modify provisons of the previous intergovernmenta bilateral agreement and provide
new 50/50 shared spectrum usage along the border.

Wireless Information Technology Program

The Department’ s Wireless Working Group (WWG), sponsored by the OCIO, is a collaborative
partnership of wirdessIT professonals that was originally formed to share ideas and address
issues primarily concerning land mobile radio. 1t has expanded to include al aspects of wirdess
technology. The annud meeting was held November 28-30, 2000. The meeting was used to roll
out the Wireless Technology Program Strategic Plan and recruit members to participate on
working groups that will be formed to devel op the Department Wireless Technology
Management Plan, wireless I T architecture and standards, and policy and guidance documents.

7. Knowledge M anagement Activities

Knowledge Management (KM) activities are being devel oped throughout the Department that
cut across many disciplines: information technology and management, record management,
human resources, and library science. The ClO is gathering and sharing information on
initiatives within the LPSO, Laboratories, and throughout the Department. Other potential
activities have been identified.

The OCIO has been involved in saverd sgnificant KM activitiesin 2000. OCIO gaff members
are active in interAgency groups and activities, including the Federa CIO Council’s Knowledge
Management Working Group and the Specia Interest Group (SIG) on Best and First Practices.
A Knowledge Management overview, Managing Knowledge @ Work: An Overview of
Knowledge Management, was produced by the SIG and DOE contributed to this effort. This
document may be found at www.km.gov under the Specia Interest Group KM Strategies and
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Best Practices. The Officeis dso amember of the Federa Knowledge Management Learning
and Consulting Network, sponsored by the Federa Human Resources Devel opment Council
through the Nationa Partnership for Reinventing Government (NPR) inititive.

Two KM pilots successfully developed in 2000 were the collaborative software pilot and desktop
porta and eectronic mail records management system pilot. The collaborative software pilot

was successtully implemented during the Y ear 2000 rollover and follow-on activities are

planned. The Y ucca Mountain site has developed a desktop portal and eectronic mail records
management systems pilot that is being sponsored for presentation to the CIO Council’sKM
Working Group SIG on Best and Firgt Practices.

The OCIO has been active in championing KM activities throughout the Department and Federd
community. An Intranet porta pilot is being developed for Headquarters knowledge sharing.
Thisisin response to the Workplace Improvement Network recommendations. The Executive
Information system developed by the CFO was highlighted in the CIO Update Newdletter. Other
initigtives in the Offices of Environment, Safety and Hedlth, the CFO and the Energy

Information Adminigtration are being devel oped for publication.

The OCIO is active in the Department of Defense and Intelligence Community’s Multimedia and
Collaboration Technical Working Group (MCTWG) and participated in the Executive Summit
Conference on Collaboration sponsored by the Mitre Corporation.

8. Records and Information Management

The OCIO has advanced the Department’ s commitment to manage recorded information in an
efficient and effective manner in support of misson accomplishment and accountakility.
Significant accomplishments by the Records Management Divison during 2000 are highlighted
below.

The OCI O revised and updated the Records Management Order by clarifying roles and
respongbilitiesin order to maintain a cost- effective Departmentwide Records Management
Program that complies with the Nationa Archives and Records Adminigiration Act of 1984, as
amended. The Order underwent Departmenta review and will be published by the end of the
year. The associated Manud that provides best practices and guiddines for implementation is
being revised and will be published next year.

An extendve dectronic mail records management pilot was undertaken for severa Headquarters
Program Offices during the year. The pilot has been initiated by OCIO and will continue into
next summer, encompassing gpproximately 2,500 people. Theintent of the pilot isto test
records management software and implementation with dectronic mail. This providesfor
management of eectronic mail according to approved records digpostion schedules. If that is
successful, the pilot will be expanded to encompass al dectronic documents within those
Program Offices. Appropriate policy and guidance are being devel oped as part of the pilot
process.
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The annua Records Management Conference was held to promote effective and efficient records
management within the Department. A successful Conference was held in Kansas City in June

of 2000, with planning underway for next year' s Conference in San Antonio, Texas. The
Conference provides records management training for al levels of expertise with a specia
emphasis placed on training for people new to the field. Timeisadso provided for
Departmentwide workgroups to mest, aswell as the Records Management Council. Information
sharing from Headquarters and fied perspectives and networking are two benefits of the
Conference in addition to the training opportunities.

Respongihility for the Paperwork Reduction Act Program, including the annud submission of the
Information Collection Budget, was undertaken. This Program consists of identifying
information collections imposed on the public (including contractors), receiving goprovd from
the Office of Management and Budget (OMB) to callect the information, initiating review of the
collections by the owning organization every three years to determine future status

(renewd /withdrawal), and annualy reporting on the reduction in the burden imposed by these
information collections.

Government Paperwork Elimination Act (GPEA)

The Government Paperwork Elimination Act (GPEA, Pub. L. 105-277) requires that by October
of the year 2003, when practicable, Federal Agencies are to offer the option of using eectronic
forms, dectronic filing, and eectronic signatures to conduct officia business with the public or
other Government Agencies.

The Department, through the OCIO, submitted a GPEA Implementation Plan to OMB on
schedule. The plan stressed efforts on those transactions previoudy reported to OMB in
response to the PRA. The Department’ s primary information collecting arm continues to be the
Energy Information Adminigtration (EIA). DOE reported on successes accomplished by two
edements EIA, and the Office of Scientific and Technica Information; and the significant use of
the web to make available, in apull technology, information from many individua Program
Offices.

One mgor unfunded initiative needs to be automated, the one- stop-shopping initiative
championed by the Office of Consumer Affairs. The objective of the initiative is to consolidate
and automate the distribution of various publications available from the Department.

9. Standards Activities

The DOE Information Technology Standards Program, a key component of the DOE IA, isthe
centrd mechanism for identifying, coordinating, adopting, implementing, and managing IT
gandards. The Profile of Adopted Standards and the DOE Technical Reference Modd, required
by the Clinger-Cohen Act of 1996 and OMB Circular A-130, Management of Federal
Information Resources, hdpslink IT investments to the capita planning process.
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Sandards for the New Millennium

The Information Architecture Profile of Adopted Standards 2000, updating the 1997 version, was
published and digtributed DOEwide. The new profile contains 125 standards. 21 standards were
added; 72 were revised, reaffirmed, or replaced by newer versons,; 42 were removed; and 32

remain unchanged. The Department’ s move to desktop standardization was aso facilitated

during 2000 by the Standards Program. A DOEwide meeting was held to establish a Desktop
Software Guidance Profile. The web verson of the Profileis available at
http:/Aww-it.hr.doe.gov/Standards/DocsHtml/Profile2000 Menu.htm.

The new standards added to the Profile reflect the Department’ s evolutionary computing
practices. The Department’s cyber security initiative follows the Common Criteria sandard,
which provides a common, worldwide cataog of security functiondity. Other new standards

reflect the trend toward a computing model based on gfnulti-tier, obj ect-oriented, web-centric
environment with COTS software replacing much traditiona system development.

DOE Desktop Software Sandards

On August 2-4, 2000, the IT Standards Program sponsored and convened a mesting open to all
Departmenta Elements to develop guidance to support desktop software standardization. The
meseting achieved a consensus-based DOE Desktop Software Guidance Profile and a process for
sugtaining and expanding the desktop standardization effort.
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Desktop software standardization has been along-standing concern. The IT Council addressed
the issue last year, but could not reach consensus. In March 2000, the Department came under
fire from an Ingpector Genera report citing the lack of desktop standardization as a cause of high
costs and inefficiencies. The DOE IT Standards Program stepped up to thisissue and initiated a
Departmentwide effort to define desktop software standards.

More than 60 representatives from the Department’ s Lead Program Secretarid Offices,
Operations Offices, National Laboratories, and field sites attended the initid meeting, formed the
DOE Desktop Software Guidance Working Group (DSGWG), and established the DOE Desktop
Software Guidance Profile. The Guidance Profile, which has been digtributed Departmentwide

by the CIO, focuses on desktop software products for adminigtrative business computing and
establishes guidance for the Department’ s target products in a 2001-2002 timeframe as well as de
facto sandards. The IT Standards Program is developing forma guidance.

DOE Desktop Software Guidance Profile

Status: Retirement Containment Current Target Suite
- Products by 2001-02
Softwar e;
Lotus Cord Power Point 97* Power Point 2000*
Presentation Presentations 6 PowerPoint 97/98 Corel Graphics 2000
Harvard Graphics PowerPoint 2000 Office
PowerPoint 97 Corel Presentations 8 2000*
Lotus Excd 5.0 Excel 97* Excel 2000*
Spreadsheet Excd 4,3 Lotus 123 Excd 98
Lotus
WordPerfect 6.1 Word 97* Word 2000*
Word Word 98 WordPerfect 9
Processing Word 2000
WordPerfect 8
ccMail Groupwise Outlook 97/98 Outlook 2000
Email ccMall Notes Notes 9
Eudora Eudorax
Groupwise
Internet Internet Netscape Netscape
Browser Explorer 3.2 Explorer 4 x Internet Explorer 5.x Internet Explorer 5.5
Macs & Windows 95 Windows 98 Windows 2000*
Operating Win3.1 NT 3.1 NT 4 Mac OS X
System DOS Win 98 Win 95 Linux
Mac 8.6,9
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The DOE Desktop Software Guidance Profile identifies and targets desktop software products as
guidance for Departmentwide planning, acquisition, and business information interchange. The
products with an asterisk (*) indicate the Working Group’ s consensus on de facto Departmental
desktop software standards.

Category Definitions

Retirement Obsolete or unsupportabl e software. The organization is actively expending
fundsto get rid of this software.
Containment The organization is not purchasing or promoting the use of this softwareand is

allowing it to be phased out.

Current Products The current baseline of software the organization hasin place and is supporting.

Target Consensus direction the Department needs to take to establish desktop software
standardization.

The DSGWG identified future areas for standardization, outlined a Sustainment process, drafted
acharter, and defined a process to establish a desktop software acquisition gpproach. A number
of these initiatives are ongoing with active participation. The IT Standards Program is the
gponsor of the DSGWG and is planning follow-up activities in 2001.

10. Final Roll Year 2000 Over Activities and Ultimate Success

After the trangtion to Y ear 2000 (Y 2K), DOE closdly monitored safety, misson-critica, and
nonmission-critica systems during the legp year rollover. Monitoring of interna systems
commenced at 7:00 am. on February 28 and concluded at 9:00 p.m. on March 1. As expected,
DOE stesremained Y 2K compliant during these three days due to their extensive end-to-end
system testing for the legp year roll over and the independent validation and verification that

such systems should remain compliant during the roll over.

Asit did during the millennium roll over, DOE worked closaly with the energy sector and White
House Information Coordination Center (ICC) during the lesp year roll over. TheY 2K satus of
DOE and private energy sector systems was reported to the ICC on aregular basis, and DOE
gtaff were on-hand at the ICC to provide analys's, as needed.

Due to the success of the millennium roll over and the smdler degree of risk involved in the legp
year roll over, the OCIO chose to decentraize Y 2K data collection and reporting activities
during the legp year roll over. To support rapid communications in the decentralized approach,
the OCIO expanded use of the collaborative software used during the millennium roll over to
facilitate data collection, aggregation, and reporting activities. The purpose of this pilot project
was twofold - to fulfill DOE reporting respongibilities to the ICC, and evaluate benefits of
expanding use of collaborative software within DOE.

Thirteen DOE offices participated in legp year rollover activities, including the Offices of the
Deputy Secretary of Energy, Security and Emergency Operations, OCIO, Defense Programs,
Science, Environmental Management, Policy, Public Affairs, Nonproliferation and National
Security, Internationd Affairs, Fossil Energy, General Counsdl, and the Energy Information
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Adminigration. Other Federa Agencies partnering with DOE included the Federa Energy
Regulatory Commission, Nuclear Regulatory Commission, and Federd Emergency Management
Agency. Findly, energy sector participants included the North American Electric Rdigbility
Council, who monitored electricity sector satus, the American Petroleum Ingtitute, who
monitored oil industry status; and the American Gas Association, who monitored gas industry
datus.

In response to DOE aggressive efforts to ensure mission-criticd, nonmisson-critica, and hedth
and safety systemsremained Y 2K compliant, DOE sSites experienced only 35 Y 2K -related
falures following the trangtion to the Y ear 2000 out of atotal universe of more than 200,000
systems. No magjor impacts were reported as aresult of these failures and al were corrected
within two weeks of the trangtion.

11. Planning Activities

The DOE IT Capitd Planning and Investment process was established in 1998 in response to the
Clinger-Cohen Act of 1996, which directs Federa Agenciesto use a comprehensive Capita
Panning process for sdlecting, managing, and assessing I T invesments. The Departmentd
corporate process provides an andyticd framework for linking I T investment decisonsto
drategic objectives, mission achievement, and business plans. It gpplies to crosscutting

corporate adminigrative and infrastructure initiatives. The OCIO supported the execution and
maturation of the IT Investment process in dignment with the FY 2002 Budget process.

IT Investment Policy/DOECast
Efforts during 2000 to mature the IT Investment process included the following.
Initid development of severa 1T management and use palicies.

Establishment of Program Chief Information Officers and plans for a ClO Executive
Council.

Improvement of 1T Governance processes including meetings of the ECIM and CIO
quarterly Program reviews.

Expansion of the Strategic Information Management process to include crosscutting Program
functiond aress.

Fine tuning of the Corporate Management Information Program to better plan, manage, and
execute DOE IT corporate systems modernization efforts.

These policies, once implemented, work to ensure that a comparable level of rigor for IT
investment processes isimplemented Departmentwide.
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I T Investment Governance

The Department began work and completed severa actions to fine-tune the IT Governance
process.

Program CIO Establishment

Since information technology is such an integrd part of the Department’ s overdl misson, the
OCIO and the Office of the Deputy Secretary devel oped a course of action to ensure that IT
management responsibilities, authorities, and accountabilities are appropriately assgned to a
senior Program management officid. In September, amemorandum entitled Improving
Management of Information Technology was issued that directed each Lead Program Secretarial
Officer to establish afull-time CIO position responsible for the coordination of 1T

repons bilities across the Program areg, including I'T Investment process oversight. All other
Program and Staff Offices are required to designate a senior management officia to be
accountable for CIO responghilities and authorities on afull or part-time basis as appropriate.
The CIO isworking with the organi zations to develop implementation plans and position
descriptions to meet requirements of the memorandum.

Governance Oversight Bodies

In the same memorandum, the Deputy Secretary directed the DOE CIO to establish and chair a
Department CIO Executive Council. This Council, which replaces the Information Technology
Council and the Information Management Steering Commiittee, reports to the ECIM, and may be
delegated certain decision-making authorities currently exercised by the ECIM. ThelT
Governance Model that depictsthe I T Investment process was revised to include the role of the
new ClO Executive Council.

I'T Investment Governance Process
%I ect: Information Architecture -

Implementation Plan
k 2
System Owner
Develops Business Case
¥
CI0O Executive Council
Scr een/Scor ¢ Recommend

¥

ECIM (Deputy Secretary)

Approves Development &
M onitors Progress

Control: / ‘ k\

Clo CMIP Board (CIO,CFO, MA)
Quarterly Technical Program Reviewsg Semi-Annual Budget Review
\4 Project Manager /
Manages Proj ect
Sy ‘IO
. stem Owner
Eval ua[e‘ Post | mplementation Reviews

v
Information Architecture
Updated With System
Information
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Aspart of the IT Capital Planning and Investment process, the CIO presents before the ECIM
those I T projects that are of vital importance to the Department. The ECIM took the following
actions, which were sgnificant accomplishments for the IT Capitd Planning and Investment
process during 2000.
Approved Business Management Information System - Financia Management business case.
Approved Headquarters e-mail and web security architecture.

Approved Business Case Devel opment process for Corporate R& D Portfolio Management
Environment (CME).

Approved Corporate Systems Information Architecture.
Approved expanson of information technology services within the Working Capital Fund.

Approved recommendation from Nuclear Materids Strategic Initiative (NMSl) business case
for development of an implementation schedule.

Approved recommendation of the CME business case andysis to initiate project
development.

Strategic Information Management Process

Another ggnificant IT governance dement is the Strategic Information Management (SIM)
process, a Generd Accounting Office-sanctioned methodology used by the Department to link
bus ness needs and misson requirements with informeation technology when consdering the
modernization or development of corporate information systems.

The DOE SIM process rdlies on the knowledge and expertise from the DOE Federd and
contractor communities who represent al areas of the business function being sudied. By
examining the issues and perspectives of al potentialy impacted parties, costs and impacts of
the decisons are fully understood before a project isimplemented. This collaboreative team
develops a business case to assst DOE decison makers in determining the best strategy for
implementing new or enhanced I T to support corporate (or Departmentwide) business needs. It
aso ensures drategic dignment among key functiona dements, which helps redize significant
cost savings and business improvement opportunities.

The 8-step approach to produce a SIM business case follows.
1. Edablish the scope and boundaries for the project to ensure appropriate focus for the project.

2. Build the base case, which identifies the current environment and cost of doing business.,
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3. Examine best practices and industry trends to ensure direction taken isin agreement with best
practice principles.

4. |dentify high-leve requirements of the business function being studied and the needs not
currently being met.

5. Deveop dternative gpproaches for meeting those needs.

6. Perform an analysis of benefits and costs on viable dternatives to show the full coststo
implement and the return on investment projected over the lifecycle of the project.

7. Recommend the best solution and provide a preliminary action plan to initiate the
recommendation.

8. Ddiver the busness case to the ClIO and other stakeholders.

FY 2000 SIM accomplishments include development of business cases for the Department’s
NMSl and CME processes.

Corporate Management Information Program

The Department established the Corporate Management |nformation Program (CMIP) in FY
1998 as an investment initiative to replace outdated mgjor DOE corporate sysems. CMIP
supports the reform of common and crosscutting business processes and the moderni zation of
associated support systems. The Program strengthens linkages of corporate I T investmentsto
business objectives to increase returns and reduce risk; consolidates systems that support the
same business functions; improves data qudity and integrity by diminating redundancy of
information across multiple sysems, and refreshes obsolete systems and technologies to improve
operating efficiencies and ensure Departmentwide interoperability.

Over time, CMIP has evolved and management oversight of initiatives has been established for
two groups of modernization efforts. Corporate Business Systems, such as financid and human
resource systems, are funded directly through CMIP and subject to investment decision-making
by the CMIP Investment Review Board. In addition, other systems that are corporate in nature,
but primarily support Program missions and functions, dso come under the oversight of the CIO
viaCMIP review processes. The extenson of CMIP oversight and processes beyond those
initiatives funded by the CMIP Program ensures that dl corporate systems are subject to Smilar
requirements for business case development and investment review.

The Department has identified improved management control points for al CMIP initiatives,
which include CMIP-funded and other Program-funded corporate systems. Improved
management control points ensure that CMIP initiatives are adequately defined and managed in
accordance with planned cost, schedule, and technica basdlines; increase confidence that
intended performance objectives will be achieved; ensure they are consistent and compatible
with the Department’ s corporate systems information architecture; and improve the
identification, mitigation, and management of project risk.
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Through CMIP and SIM processes, the Department has defined several business process reform
and system modernization initiatives that Sgnificantly improve business operations and control

and reduce cost and risk. These initiatives are described below.

Corporate Business Systems

Business Management Information System - Financid Management (BMIS-FM)

BMIS-FM sgnificantly improves response time for management and externd customer financiad
data queries; reduces man hours required by dimination of multiple data entry processes,
improves financid dataintegrity through reduction of data entry errors and dimination of
multiple, incons stent databases; enhances the Department's ability to achieve clean audit
opinions on financid statements; and reduces cogts through the dimination of redundant
financid systems.

Corporate Human Resource Information System (CHRIS)

CHRISS reduces the amount of paperwork required for human resource processes; provides
accurate, timely information to make sound human resource decisions; replaces redundant,
outdated legacy systems such as the PERS portion of PAY/PERS (Payroll and Personnd system)
and Departmentd Training Information system (DTIS); and improves services and employee
productivity through desktop human resources transaction processing.

Online Learning Center (OLC)

The OL C reduces the Department’ s overall cost of training (including development, ddlivery,
and associated travel); address GAO concerns over lack of training administration/management
control; improve consstency of training across the Department; respond to Strategic Alignment
Initictive 44 (devel op a corporate approach for training) from the Secretary of Energy report of
May 3, 1995, Saving Dollars and Making Sense; and improve the qudity of learning
opportunities for Departmental employees through reductions in learning time (30 to 40 percent
less than classroom ingtruction), the provison of on-demand learning, better quality control and
greater flexibility, and faster updates to training materids.

Department of Energy Network (DOENet)

DOEnet improves the security posture for the Department by securing the corporate network
behind an gppropriate firewall; improves qudity of network services by incorporating planned
redundancy (extra hubs and connections) to ensure connectivity; reduces Departmentwide costs
through a single supplier contract for telecommunications services, and improves the
Depatment’ s abilities to more effectively capitaize on technologica advances (such as
providing excess bandwidth to leave room for new services).
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Procurement Modernization (EC-Web)

EC-Web supports e-Government Directives to improve and increase dectronic service ddivery
by the Government; addresses Government Paperwork Elimination Act (GPEA; P.L. 105-277)
requirements by creating a paperless procurement process for small purchases; and increases
efficiency and effectiveness of the Department’ s procurement process by making a broad array
of vendors from a single source available to smal purchasers.

Foreign Travel Management Sysem (FTMS)

FTMS improves the Department’ s security posture by providing accurate data on foreign travel
by employees and contractors; reduces inefficient paper based processing of foreign travel
requests; and improves the Department’ s ability to respond to Congressiond and other queries
about foreign travel by Department personnd.

Other Corporate Systems

Corporate R& D Portfolio Management Environment

In August 1999, the Under Secretary of Energy launched a SIM study to determine how best to
modernize and streamline R& D management processes and move toward a corporate R& D
portfolio management environment. The estimated Departmentwide costs for performing and
supporting current R& D management processes total more than $200M, of which about 17
percent (more than $30M) represents process inefficiencies. The current processis digointed,
labor intensive, and complex. It requires multiple proposa and plan submissions, duplicative
reporting of the same information in varying formats, repetitive data collection and entry, and
manud dataintegration, dl of which increase opportunities for error. In addition, the current
R&D processisincagpable of tracking aresearch project eectronicdly from inception to
completion or providing information on the composition of the Department’s R& D portfolio.

The Corporate R& D Portfolio Management Environment provides the Department with asingle,
rationa and comprehensive gpproach to manage and maintain an R& D portfolio. This corporate
gpproach improves planning and management of research projects (lifecycle tracking of
proposals/'funding); enhances the ability of scientists to communicate and share results and
lessons learned with colleagues Departmentwide; reduces administrative costs for R& D
Programs and scientific organizations as the need for multiple proposa submissons are
diminated; reduces budget formulation cost through the integration of automated systems with
existing Ste project management systems, supports better reporting to Congress, OMB, and the
White House's Office of Science and Technology Policy; and dlows the Department to respond
to requirements set forth in the Federal Financia Assistance Management Improvement Act of
1999 (P.L. 106-107) to automate the Grants process. The cogt of this CMIP initiative is
approximately $17M, and it is expected to yield $39M in annudized productivity gains.
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Corporate Nuclear Materias Information System

The NMS| SIM project was chartered to develop a coherent and integrated corporate strategy to
improve the management of avast array of nationa security, research, and excess nuclear
materids and their supporting systems. There is an estimated $200M currently being spent
annudly by the Department to manage, use, track, and report information on the nation’s nuclear
materiasinventory. Careful review of the underlying systems architecture that supports the
management and maintenance of the nuclear materids inventory found that currently nuclear
materials are managed in a non-integrated and uncoordinated manner, and inconsistent business
practices are used in accountability and information management activities. Multiple, non
connected databases that must be manually reconciled to each other have resulted in inconsistent
data and information being provided to other organizations, Agencies, and the public. Thishas
put the Department at risk of being erroneoudy perceived as not maintaining effective controls
over the nation’s nuclear materias. In addition, many of the systems supporting nuclear
meaterid's management have not been upgraded to take advantage of the latest technologies and
integration opportunities.

The recommended business case srategy has the potentia to avoid as much as $66M annudly in
future years after it isfully implemented. The proposed activities, to be implemented over a5
year time frame, reduce the potentia for erroneous data, as well as reduce the various
inefficiencies rlaed to maintaining multiple disparate systems. The activities dso establish
common business practices and an integrated systems architecture to support the nuclear
materials sewardship business functions.

Annual Information Technology Conference (AITC)

The Department of Energy established this annua conference on office information technology
to address issues regarding the acquisition, implementation, operation, and maintenance of
information technology and office automation environments in support of the missons, gods,
and objectives of DOE and Programmatic Offices.

Primary objectives of the Conference are as follows.

Promote interoperability, portability, and scalability of computerized applications across
networks of heterogeneous hardware, software, and communications platforms.

Provide aforum for Departmental and DOE contractor personne to exchange strategic,
tactica, and operationd information about planned and operationd information
technologies and office automation support systems.

The theme of the January 2000 conference was The Information Technology Evolution. Keynote
addresses focused on DOE corporate chalenges in enterprise architecture, infrastructure,

networks, cyber security, corporate systems, and DOE L aboratory information technology
opportunities and chalenges.
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Ten interactive workshop sessions, linked to a keynote address, presented views from the
perspectives of OCIO, LPSO, Operations Offices, Nationa Laboratories, and various
contractors. There were in-depth explorations of the complex issues and chalenges facing the
Department. Contrasting gpproaches were presented for examination and scrutiny, and
interactive audience participation was solicited.

As an outcome of this conference, a CIO AITC Information Technology Strategic Plan —
Working Draft was devel oped, which outlined Sx objectives. Each objective contans AITC
Workshop and LPSO issues and approaches, aswell as Information Technology Council
discussions and approaches to resolving these issues.
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